


How MANY OF THESE ACRONYMS DO YOU KNOW?

ASL- IWSN-

CD90RCode9- MOOS-
GNOC- P911/P999

KPC- PAW-
IRL- POS/MOS -
MIRL— RU/18 -
LMIRL — WYRN-
Zerg—-
420-




@ Do you know what these Cyber
bullyin%ferms meag?
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How MANY OF THESE ACRONYMS DO YOU KNOW?

ASL - age, sex, location (could
mean your child is using an
anonymous chat room)

CD9 - Code 9 (meaning parents
are around)

GMNOC - get naked on camera
KPC - keep parents clueless
IRL - in real life. See also:
MIRL - meeting in real life
LMIRL - let's meet in real life
IWSN - | want sex now

MOOS - member of the opposite sex
P911/P999 - parent alert

PAW - parents are watching
POS/MOS - parents over
shoulder/mum over shoulder

RU/18 - are you over 187

WYRN - what's your real name?
Zerg - to gang up on someone

420 - marijuana
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Bush Hill Park Primary School Presents

Children online: Risks they might face

Presented by:
F Singh (CEOP Ambassador)

f.singh@bushhillpark.enfield.sch.uk
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What is CEOP

 (Child Exploitation and Online Protection Command)
CEOP is a law enforcement agency and is here to help
keep children and young people safe from sexual abuse
and grooming online.

Look at the current sifuatfion

Evaluate the risks that young people will face
Support and reporting -DEMO

Review useful resources



@ Size of the issue

* Around H0060 50,000 reports are received by CEOP
during the summer

* Approx. /0% directly relate to online grooming

« Over 15 million children have seen Thinkuknow



@ Size of the issue IWF
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In 2018

105,047

webpages showing the sexual abuse of
children were removed by our analysts.
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39% 1% 78% 43%
of victims are 10 years or aged 2 or under of images where victims were of images assessed as
under girls category A or B A



(%) Size of the issue NSPCC

Trends in helpline advice contacts and referrals

70,000 There were 66,218 contacts made to the

NSPCC helpline in 2016/17. The number
of contacts increased in 2016/17 after

a decrease in 2015/16; prior to this the
50,000 helpline saw a five year increase in the
number of contacts.
40,000
The increased demand reflects media
30,000 attention in 2016/17, particularly around
allegations of abuse in football.
20,000
Contacts to the helpline can result in the
10,000 caller receiving advice or a referral being
made to an external agency such as a
0 local authority or the police

2007/08 2008/09 2009/10 2010711 2011/12 2012713 2013/14 2014/15 2015/16 2016/17

60,000

Number of contacts

The proportion of contacts thatled to a
referral increased steadily since 2007/08.
[ Referrals B Advice In 2016/17, 71.7 per cent of all contacts
led to a referral*



Size of the issue NSPCC
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WANTED
New social media law

We're calling for a new law to make social networks safer for children.

«+ An independent regulator
We demand an independent regulator is created who can put in place mandatory child safety rules for social
networks and has the power to fine them if they don't make their networks safe.

& Safe accounts for children
We demand social networks offer safe accounts for children and proactively search for, and stop, child

grooming on their platforms. Social networks must make it easier for users to report concerns about child
safety and provide a dedicated fast-track process for reporting.

# Detailed reporting on how they're keeping children safe
We demand children and parents are told how safe the networks are. Social networks must publish details of
how they're keeping children safe and how they deal with reports and complaints.



@ What we ‘think’ is happening online?
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What are our kids doing online?

Highlights from the Ofcom 2013 Report
study:

- Hours spent online - Mobile phones
« 5-7's — 6.5 hours a week * Voicecalls- 8-11's average
. 8-11's - 9.2 hours 10 calls per week. 12-15's
average 21 calls per week
«12 - 15s - 17 hours .
- Texting

. _ « 8-11's - 54 messages per

*8-11's - 18% - 12-15's - 255 messages

*«12-15's - 67% per week (ave.)



What are our kids doing online?

Highlights from the Ofcom 2013 Report:

« Smartphone ownership - Gaming devices
«5-7's - 3% « 5-7's —= 78%
«8-11's - 18% *8-11's - 91%
«12-15's - 62% «12-15's - 89%

« Home Internet use

. 5-7's — 88% (Ofcom 2013)
*8-11's - 91%

«12-15's - 949,



What they're up to...

 18% own a Smartphone
 91% have home internet access
* 9.2 hours online in a typical week

- 22% have a profile on sites that require users to be 13 or
over

(Ofcom 2013 Report)

« 22% speak to friends of friends or people they don't know

« 67% who use internet at home only visit sites they’ve been
to before

« 12% agree ‘when I'm on the internet, I forget about all of
the rules’

(Ofcom Media Literacy 2011)



@ The use of social networking




@ The use of social networking




@ Risks they might face....
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@ \ What is Cyberbullying?

Cyberbullying

R 1

How and where can you
be Cyberbullied?e




@ Cyber bullying at our school




@ Cyber bullying at our school




» Offer reassurance and support

 Child who feel they are being bullied need to keep
the evidence

« Contact school if your child feels it is someone they
know, chances are it is..

* Learn how to report concerns through the
website/app that your child is using

C 0O ‘ @ Secure | https://www.net-aware.org.uk

O, © NSPCC NetAware)))
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What is online grooming?

What does an online friend mean to
your childe Is it the same for you?




@ Online usage




@ Online usage




@ Breck Bednar
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Breck Bednar murder: How Lewis Daynes A 19—qur—old m.Gn has
manipulated his victim been jailed for life for the

o e S murder of a 14-year-old
R o v m e boy he met online.

Described by investigators
as "quite unigue in terms
of how horrific it was", the
case involved the
manipulation of a
schoolboy who was
turned against his family
and ultimately lured to his
death.

Ereck Bednar, 14, was fatally stabbed by 19-year-old Lewis Daynes




A BEAEE o son News | Sport | Westher | Player TV | Radid
g
- NEWS

Home UK Word  Busimess Pualitics Tech @ Science | Health Eduncation Entertam

Engand

Regions  Leicester

Kayleigh Haywood: How murdered
schoolgirl was groomed online
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H;l:".lfleigh Haywood murder:
Judge warns young women 315t October 2015

about danger of social media Luke Harlow ‘adds’ KEYIE'Igh
Haywood on Facebook.
November 13th
she meets Luke Harlow at his

home.
November 15t

. - Kayleigh is declared missing
R by her family




* Talk to them about ¢

their ‘online’

friends and real

friends — going

back to Stranger

Danger!

» Helping the
children to

understand how
easy it is for things

to get out of

control online —
Breck foundation

Create
boundaries and
rules for the

amount of time child

can spend online. It’s
never too early to
start putting

limits in place.

The rules and
conversations you

have now will set
the tone for your

child’s internet
use as they get older.

Always worth
checking the videos,
apps and games
children use, and

the age ratings
and
descriptions for
them.




@ Report and Support

Report suspected online
grooming - this could
t: th K E’Eﬂp sexual chat, a child being
asked to do something
that makes them feel
uncomfortable or
someone insisting on
meeting up .

www.ceop.police.uk

24 hour confidential helpline
for children and young

people .


http://www.ceop.police.uk/
http://www.childline.org.uk/

o

Inappropriate
websites

What does the
'Inappropriate’
mean to youe

Not age appropriate:
> Violence

» Racial Hate

» Pro eating disorders
» Gambling

» Pornographic material



(*-)Not all fun a games
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« Age relate
content

» Protecting
children
against this
material

« PEGI certified
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Fortnite is an online shooter that starts with 100 players and leaves
one winner standing. Battle Royale sees 100 players parachute
onto an island, and the last player alive wins. Each game lasts
about 20 minutes — epicgames.com



@ Get set for the new craze
_— ¥ o=
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For PlayStation® 4, Xbox One, and
Origin on PC.

PLAY FREE NOW*

misanthropes, each with their own set of skills. The Apex

Games welcome all comers — survive long enough, and they
call you a Legend” EA.com



@ Online challenges

Making more headlines
then others




(%) Molly Russell

Instagram 'helped kill my
daughter'

Molly Russell's family discovered distressing
material about suicide on her Instagram account.

In a statement, Instagram said it "does not allow
content that promotes or glorifies self-harm or
suicide and will remove content of this kind."

This video has been optimised for mobile viewing
on the BBC News app. The BBC News app is
available from the Apple App Store for iPhone

and Google Play Store for Android.

@® 22 Jan 2019



@ NCA - National Crime Agency
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NEWS
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# - News - Politics

Fortnite and other video games risk
'damaging' children's lives, Culture
Secretary warns
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National Crime Agency...has
warned Fortnite is putting children
at risk from online paedophiles due
to the chat facility. Although the
game itself seems pretty harmless,
players can talk and type whatever
they want to each other, and bad
language is rampant.

March 2018, a mother from
Merseyside told how she intervened
when her 12-year-old son was
offered £50 to perform “sex acts”
while playing the game by a man
grooming him online.



@ Gaming addiction — now classified a

disorder

X ¥

Sign in A News  Sport | Weather Player TV Radi o Ch”dre.n ho.o ked On
Home = UK | World @ Business | Politics | Tech = Science | Health | Family & Education qddlc-l-lve VId.eO gcmes
Technolo

g like Fortnite will be able to
Gaming addiction classified as disorder Seek Treo’rm_en’r on The
by WHO NHS, after video gaming
s is classified as a medical
f oy I < disorder by the World

Health Organisation
(WHO). The move comes
amid increasing
evidence of young
players suffering
psychological distress
and family breakdown as
a result of their addiction.




@ Inappropriate Apps - routine
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Whisper - Many  ChatRoulette Poof — Hides Huggle Huggle SendSafe Email  Text Mel - Get

Huggle — TextMe

children are and Omegle-  other apps on allows you to  is a unique and your own UK
drawn to These apps your phone. discover and innovative mobile number
communicating  allow you to You select connect with email service for Free. Send
with strangers, video chat which apps others who that gives you free SMS to any
feeling that their  with strangers.  you would like frequent the the power to UK number!
secrets are safer to hide and same places as protect your
with them than their icons will you and start messages and
with their friends no longer show chatting... aftachments.
up on your
smartphone

screen.



@ Current laws on content/sharing

* By creating, sending or possessing indecent pictures of @
person under 18 is breaking the law

(Protection of Children Act 1978 / Criminal Justice Act 1988)

* However.. The police are not out to prosecute. A child needs
to be 10 years of age in order to be prosecuted.



@ Access at home




1in 5 parents use technical parental aids (5 — 15 year olds)
Ofcom report on internet safety measures December 2015



@ What can we do

» Talking to each other — opening lines of communication
» Keeping up to date with technology is a must

» Setting up parental conftrols

» Being active with your child’s computer/technology use
» Checking their activity

* Reviewing any online games

* If they social network check their accounts/share them



*) Privacy/digital footprint

* The information we put online
leaves ‘footprints’

« Young people can easily
identified or traced

« Once information is online it is
hard to remove — it can be
copied, cached etc and
may e around forever

« |Information about individuals is
not just stored on their  profiles
— friends, family contacts....




@ Support and reporting - DEMO

Report suspected online
grooming - this could
sexual chat, a child being
asked to do something
that makes them feel
uncomfortable or
someone insisting on
meeting up .
www.ceop.police.uk

24 hour confidential helpline
for children and young
people .

CLICK CEOP



http://www.ceop.police.uk/
http://www.childline.org.uk/

) Common resources

View age appropriate animations and films at -
www.thinkuknow.co.uk/

Lee and Kim’s Adventure: Animal Magic Animation — Be
nice to people,
like you would in the playground

Share Aware
Help your child stay safe on social networks,
apps and games.

Jigsaw
10 minute film about Safe Social Networking



http://www.thinkuknow.co.uk/parents

@ For more information...
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¢yberPass

% Welcome to CEOP's Thinkuknow A step change in approach : 3 -~ | [ N e S et et PN el il s

to online safety education

KEY AREAS
RESOURCE RESEARGH | POLICIES | GOUNTER PARENTAL ONE MINUTE
CENTRE REPORTS AGREEMENTS  EXTREMISM  ENGAGEMENT GUIDES

thinkuknow. lgfl.net/online-safety nspcc.org.uk/preve
CO.Uk nting-abuse/



http://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/
https://www.lgfl.net/online-safety/default.aspx
https://www.lgfl.net/online-safety/default.aspx
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/

Online abuse

16:23 28 Feb
Top tips for seeing something scary or upsetting online

What to do when you see something scary online



https://www.bbc.com/ownit/its-personal/when-you-see-something-scary-online
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